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ABSTRACT

The rapid expansion of Internet of Things (IoT) infrastructures
and distributed digital ecosystems has significantly increased
cybersecurity vulnerabilities, creating the need for intelligent
and adaptive intrusion detection mechanisms. This study
proposes a hybrid Convolutional Neural Network—
Bidirectional Long Short-Term Memory (CNN-BiLSTM)
architecture for Al-driven intrusion detection capable of
learning both spatial feature correlations and temporal traffic
dependencies. The model was evaluated using the UNSW-
NB15 benchmark dataset under a binary classification setting
consisting of 56,000 normal samples and 119,341 attack
samples. Data preprocessing involved feature normalization,
categorical encoding, and traffic feature transformation prior to
model training using binary cross-entropy loss optimized with
the Adam optimizer and regularized through early stopping.
Experimental results demonstrate strong and balanced
classification performance. The proposed model achieved an
overall accuracy of 88.75%, with weighted and macro F1-
scores of 0.8904 and 0.8782, respectively. The attack class
achieved high precision (0.9772) and strong recall (0.8547),
while normal traffic achieved a recall of 0.9574. Furthermore,
the model achieved ROC-AUC and PR-AUC values of 0.98
and 0.99, confirming excellent discriminative capability and
robustness under class imbalance conditions. Additional
evaluation metrics, including Cohen’s Kappa (0.7584) and
Matthews  Correlation  Coefficient  (0.7714), further
demonstrate strong predictive reliability and substantial
agreement beyond chance.The findings confirm that hybrid
spatial-temporal deep learning architectures provide an
effective and scalable foundation for intrusion detection in IoT
and distributed digital environments. By combining spatial
feature extraction with bidirectional temporal modeling, the
proposed CNN-BILSTM framework contributes toward the
development of adaptive and resilient Al-driven cybersecurity
systems for next-generation digital infrastructures.
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1. INTRODUCTION

The increasing prevalence of Internet of Things (IoT) devices,
smart infrastructures, cyber—physical systems, and cloud-based
enterprise  platforms has fundamentally transformed
contemporary digital ecosystems [1]. These interconnected
systems generate massive volumes of heterogeneous data and
enable real-time monitoring, intelligent automation, and
predictive decision-making. While such capabilities have
revolutionized industries from healthcare to transportation,
they have simultaneously expanded the cybersecurity attack
surface [2]. Distributed digital ecosystems are exposed to a
diverse range of threats, including unauthorized access, data
manipulation, denial-of-service attacks, and advanced
persistent threats. The dynamic, heterogeneous, and
geographically dispersed nature of these systems introduces
unique challenges for conventional security mechanisms,
which often struggle to provide adaptive and scalable
protection in real time. Traditional cybersecurity solutions,
including signature-based intrusion detection systems and
static anomaly detection models, are increasingly insufficient
in addressing the complexities of modern IoT environments
[3]. These systems typically rely on pre-defined rules or
manually engineered features, limiting their ability to detect
novel or evolving threats. Furthermore, the massive scale and
heterogeneity of IoT devices, combined with constrained
computational resources and fluctuating network conditions,
pose significant challenges for centralized detection
frameworks. As a result, there is a critical need for advanced,
adaptive, and distributed intrusion detection solutions capable
of maintaining high detection accuracy while operating
efficiently across diverse network topologies [4].

Artificial intelligence (AI) and machine learning (ML) have
emerged as essential tools for developing intelligent
cybersecurity systems capable of addressing these challenges
[5]. Classical ML algorithms, such as Support Vector
Machines, Random Forests, and Gradient Boosting, have been
widely applied for intrusion detection with moderate success.
Deep learning approaches, including Convolutional Neural
Networks (CNNs), Recurrent Neural Networks (RNNs), Long
Short-Term Memory networks (LSTMs), Gated Recurrent
Units (GRUs), and autoencoders, have further advanced the
field by automatically extracting hierarchical feature
representations and modeling complex temporal dependencies
[6]. These architectures are particularly effective in capturing
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both spatial correlations and sequential patterns in network
traffic, enabling more accurate detection of anomalies and
attack behaviors. Despite these advances, most Al-driven
cybersecurity systems remain detection-centric, focusing
primarily on improving classification metrics such as accuracy,
precision, recall, and AUC-ROC. While predictive
performance is critical, it does not fully address the operational
challenges faced in IoT and distributed ecosystems [7], [8].
Detection-centric models often neglect contextual reasoning,
dynamic risk prioritization, and real-time adaptability, which
are essential for effective threat mitigation. In environments
where network conditions are volatile and device behaviors are
heterogeneous, static classifiers may fail to detect evolving
threats, suffer from concept drift, or generate excessive false
alarms, leading to alert fatigue and suboptimal response
strategies [9], [10].

Recent literature has attempted to enhance Al-driven intrusion
detection by incorporating temporal, environmental, or
contextual features as supplementary inputs. While these
approaches increase model sophistication, they typically treat
context as a static augmentation rather than a dynamic
mechanism for risk modulation [11]. Furthermore, many deep
learning models rely on centralized training, which is
incompatible with privacy-sensitive and resource-constrained
IoT environments [12]. Distributed paradigms, such as edge
computing and federated learning, offer promising solutions.
Edge-based detection reduces latency and bandwidth usage,
while federated learning allows collaborative model training
without transmitting raw data, preserving data privacy [13].
Nevertheless, these approaches often lack integrated
mechanisms for adaptive alert prioritization, explainability, and
contextual intelligence, limiting their operational applicability
[14]. Explainable Al (XAI) techniques, including SHAP and
LIME, have been introduced to improve transparency and
interpretability of deep learning models. These methods
provide insights into feature importance and model decision-
making, fostering trust and enabling regulatory compliance
[15]. However, XAl is frequently applied post hoc rather than
being embedded within operational frameworks. This limits its
usefulness in real-time threat assessment and dynamic
decision-making, creating a gap in fully adaptive, explainable,
and context-aware cybersecurity architectures [13], [16]. In
addition to technical limitations, modern cyberattacks in
distributed ecosystems are increasingly sophisticated, often
spanning multiple stages, exploiting both  system
vulnerabilities and human factors. Multi-stage attacks, lateral
movement, and stealthy infiltration strategies highlight the
need for hybrid approaches capable of capturing both
instantaneous anomalies and sequential patterns over time [17],
[18]. Hybrid spatial-temporal architectures, such as CNN—
BiLSTM models, offer a promising solution by combining
convolutional layers for hierarchical spatial feature extraction
with bidirectional LSTM layers for temporal dependency
modeling. Such architectures can detect subtle anomalies,
adapt to heterogeneous network behaviors, and provide the
foundation for operationally resilient intrusion detection [19],
[20]

This study proposes an Al-driven, context-aware cybersecurity
architecture for IoT and distributed digital ecosystems. At its
core, the framework integrates a hybrid CNN-BiLSTM model
to learn spatial and temporal patterns in network traffic [13].
While the architecture is designed to accommodate future
integration of contextual risk recalibration, adaptive alert
prioritization, and explainable Al [21], the current
implementation focuses on empirically evaluating the CNN—
BiLSTM model using the UNSW-NBI15 benchmark dataset.
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The objectives of the study are threefold. First, to develop a
CNN-BIiLSTM model capable of effectively capturing both
spatial and temporal dependencies in heterogeneous network
traffic. Second, to evaluate its performance using
comprehensive metrics, including Accuracy, Precision, Recall,
F1-score, ROC-AUC, PR-AUC, and confusion matrix analysis.
Third, to demonstrate the feasibility and potential of hybrid
spatial-temporal architectures as a foundation for future
development of adaptive, context-aware, and explainable
intrusion detection systems in IoT and distributed ecosystems.
By bridging predictive analytics with operational intelligence
[22], this research contributes a scalable, high-performance
framework that addresses both technical and operational gaps
in IoT cybersecurity. The findings lay the groundwork for next-
generation intelligent cybersecurity solutions that are adaptive,
context-aware, and resilient to evolving threats in complex,
distributed digital environments.

In addition to achieving high predictive performance, effective
intrusion detection systems for IoT ecosystems must balance
scalability, adaptability, interpretability, and computational
efficiency. Therefore, this study not only evaluates
classification accuracy but also examines broader reliability
metrics and operational considerations relevant to real-world
cybersecurity deployment. By integrating spatial and temporal
learning within a unified framework, the proposed CNN-
BiLSTM architecture contributes toward the development of
resilient and intelligent cybersecurity infrastructures for
distributed digital ecosystems.

2. LITERATURE REVIEW

The rapid expansion of Internet of Things (IoT) networks and
distributed digital ecosystems has significantly transformed
cybersecurity research, particularly in intrusion detection
systems (IDS). Traditional security mechanisms, such as
signature-based and rule-based detection systems, have
historically been effective against known threats but
demonstrate limited adaptability to zero-day attacks and
evolving intrusion strategies [23]. These conventional
approaches rely heavily on handcrafted rules and static feature
engineering, which restrict scalability and responsiveness in
dynamic IoT environments characterized by heterogeneous
devices, high traffic volume, and decentralized architectures.
As a result, research attention has increasingly shifted toward
machine learning (ML) and deep learning (DL) methods
capable of adaptive threat modeling [24].

Early machine learning approaches applied algorithms such as
Support Vector Machines (SVM), Random Forests (RF), k-
Nearest Neighbors (k-NN), and Gradient Boosting to network
intrusion detection tasks. These methods improved detection
accuracy compared to rule-based systems by leveraging
statistical learning from labeled traffic data. However, classical
ML models depend on manual feature extraction and often
struggle with high-dimensional traffic data, complex temporal
dependencies, and large-scale distributed environments [25].
Furthermore, their performance can degrade under class
imbalance and concept drift, which are common in real-world
cybersecurity settings. Deep learning architectures have
emerged as powerful alternatives due to their ability to
automatically extract hierarchical feature representations.
Convolutional Neural Networks (CNNs) have been widely
applied to intrusion detection for capturing spatial correlations
among network features [26]. CNN-based models demonstrate
strong performance in identifying structured attack signatures
and feature interactions without extensive manual engineering.
However, CNNs alone are limited in modeling sequential or
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temporal dependencies that characterize multi-stage or
evolving cyberattacks.

Recurrent Neural Networks (RNNs), particularly Long Short-
Term Memory (LSTM) and Gated Recurrent Unit (GRU)
models, address this limitation by capturing temporal dynamics
in sequential data. LSTM-based intrusion detection systems
have shown effectiveness in identifying attack behaviors that
unfold over time, such as distributed denial-of-service (DDoS)
attacks or lateral movement within networks [27]. Bidirectional
LSTM (BIiLSTM) architectures further enhance temporal
modeling by processing sequences in both forward and
backward directions, enabling richer contextual understanding.
Nevertheless, purely recurrent architectures may lack the
spatial feature extraction strength provided by convolutional
layers. To overcome the individual limitations of CNN and
LSTM models, recent research has explored hybrid spatial—
temporal architectures. CNN-LSTM and CNN-BiLSTM
frameworks integrate convolutional layers for local feature
extraction with recurrent layers for sequential dependency
modeling. These hybrid models have demonstrated superior
performance in benchmark datasets such as UNSW-NB15 and
NSL-KDD, achieving improved accuracy, F1-scores, and AUC
values compared to standalone models. The integration of
spatial and temporal learning enables more robust detection of
complex attack patterns, including stealthy and multi-stage
intrusions. Despite these advances, many hybrid models remain
detection-centric, focusing primarily on predictive metrics
without addressing operational challenges such as
interpretability, adaptability, and deployment constraints in [oT
ecosystems[28] .

In parallel, distributed and privacy-preserving paradigms such
as edge computing and federated learning have gained attention
in cybersecurity research. Edge-based intrusion detection
reduces latency and bandwidth consumption by performing
inference closer to data sources, while federated learning
enables collaborative model training without sharing raw
traffic data. Although these approaches enhance scalability and
privacy [29]. they often lack integrated mechanisms for
contextual awareness and adaptive threat prioritization.
Additionally, explainable Al (XAI) techniques such as SHAP
and LIME have been proposed to improve model transparency
and trustworthiness, yet they are frequently applied as post hoc
analysis tools rather than embedded components of operational
frameworks [30]. Recent studies also highlight the importance
of addressing class imbalance, false positive rates, and false
negatives in intrusion detection systems [31]. High false
positive rates can lead to alert fatigue and operational
inefficiency, whereas false negatives pose serious security risks
by allowing undetected attacks [32]. Evaluation metrics such as
ROC-AUC, Precision—Recall curves, Matthews Correlation
Coefficient (MCC), and Cohen’s Kappa have therefore been
increasingly adopted to provide more comprehensive
assessment beyond simple accuracy. Despite substantial
progress, gaps remain in achieving balanced performance,
robust temporal modeling, and scalable deployment for [oT and
distributed digital ecosystems. Many existing approaches either
prioritize detection accuracy without addressing temporal
complexity or model sequential dependencies without
sufficiently capturing spatial feature interactions. Furthermore,
binary classification settings dominate experimental research,
while real-world environments often require multi-class and
adaptive detection mechanisms. In this context, hybrid CNN-
BILSTM architectures provide a promising direction by
combining strong spatial feature extraction with bidirectional
temporal modeling. Such integration enables improved
detection of evolving and context-dependent attack behaviors
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while maintaining high discriminative performance. The
present study builds upon this body of research by empirically
evaluating a CNN-BiLSTM framework on the UNSW-NB15
dataset and assessing its performance using comprehensive
evaluation metrics, thereby contributing to the advancement of
Al-driven intrusion detection in distributed IoT environments.

3. METHODOLOGY
3.1 Research Design

This study adopts a quantitative experimental research design
aimed at developing and evaluating a deep learning—based
intrusion detection model for distributed digital environments.
The primary objective was to design a hybrid Convolutional
Neural Network—Bidirectional Long Short-Term Memory
(CNN-BIiLSTM) architecture and empirically assess its
classification performance using a benchmark intrusion
detection dataset. The methodology focuses strictly on model
development, training, and performance evaluation using
standard classification metrics. No additional architectural
components such as explainable Al or federated learning were
experimentally implemented in this study.

3.2 Dataset Description

The experimental evaluation was conducted using the UNSW-
NBI1S5 dataset [33], a widely recognized benchmark dataset for
network intrusion detection research. The dataset contains
modern normal and malicious network traffic generated within
a controlled testbed environment and includes 49 extracted
features  representing  flow  characteristics, protocol
information, and packet-level statistics. For this study, the
dataset was configured as a binary classification problem,
where normal traffic was labeled as Class 0 and attack traffic
as Class 1. The dataset includes 56,000 normal samples and
119,341 attack samples, resulting in a moderate class
imbalance that was considered during performance evaluation.

3.3 Data Preprocessing

Prior to model training, the dataset underwent preprocessing to
ensure compatibility with the deep learning architecture.
Irrelevant and redundant attributes were removed to reduce
noise and computational complexity. Categorical variables
were encoded into numerical form to enable processing by the
neural network. All numerical features were normalized using
Min-Max scaling to ensure consistent feature ranges and stable
training convergence. The processed dataset was then divided
into training and testing subsets to allow unbiased model
evaluation. The input features were reshaped appropriately to
match the expected input structure of the CNN-BiLSTM
architecture.

3.4 Mathematical Formulation
Input Representation
Let the input feature vector for each traffic sample be defined
as:
x € R?

where d represents the number of extracted network traffic
features.
Convolutional Feature Extraction
The convolution operation is defined as:

h, = ReLU(W, * x + b.)
where W, denotes the convolutional filters, b, represents bias,
* indicates the convolution operation, and ReLU is the
activation function:

ReLU(z) = max(0, z)

Max-pooling is then applied to reduce dimensionality and
retain dominant features.
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Bidirectional LSTM Modeling
For temporal dependency modeling, the forward LSTM
computes:

Ry = LSTM(x;, By_q)
The backward LSTM computes:

Et = LSTM(xttEt+1)
The final hidden representation is obtained by concatenation:

he = [hes he
This bidirectional structure enables the model to capture
dependencies in both temporal directions.
Output Layer and Loss Function
The final prediction probability is computed as:
y = o(Wyhe + by)

where o is the sigmoid function:

o(z) = 1+e2

The model is trained using the binary cross-entropy loss
function:

N
1
£=== [ydog®) + (1 - ydlog(1 - )]

i=1
where N represents the number of training samples.

3.5 CNN-BIiLSTM Architecture

The proposed intrusion detection system uses a hybrid CNN-
BiLSTM model to capture both spatial and temporal patterns in
network traffic. Normalized feature vectors from the UNSW-
NB15 dataset are first processed by convolutional layers, which
automatically learn local correlations among traffic attributes,
followed by max-pooling layers for dimensionality reduction.
The resulting feature maps are then fed into a Bidirectional
LSTM layer, which models sequential dependencies in both
forward and backward directions, enabling the detection of
evolving attack patterns. A fully connected layer with sigmoid
activation produces the probability of an instance being normal
or malicious. The model is trained using binary cross-entropy
loss, optimized with Adam, and incorporates early stopping to
prevent overfitting, ensuring robust generalization to unseen
traffic.

mpt ~ Comvolutional ~ MaxPooling Bidirectional ~ Fully Connected  Sigmoid Qutput

Feature Vector ~ Layers ST Layer

- —

Feature Dimensionalty Temporal

, : ; Clssficaton
Exracton Reduction Rnalysis Clasification

Figure 1 CNN-BIiLSTM Architecture for Intrusion
Detection
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Table 1 Classification Report

(lassification Report
precision  recall fl-score  support

8 0.7%6  8.0574  0.3446 56008
189772 0.8547 0.9118 110341

accuracy 0.8875 175341
macro avg  0.8664  0.9861  0.8782 175341
weighted avg  0.9864  6.8875  0.8%e4 175341

===== Additional Metrics ====

Cohen's Kappa Score: 8.7584

Matthews Correlation Coefficient (MCC): 0.7714
Specificity (True Negative Rate): 8.9574

Table 1 presents the performance evaluation results of the
proposed classification model. The model achieved an overall
accuracy of 88.75%, with a weighted F1-score of 0.8904 and a
macro-average Fl-score of 0.8782, indicating strong and
balanced classification performance. For class 0, the model
obtained a precision of 0.7556, recall of 0.9574, and F1-score
of 0.8446, demonstrating excellent detection capability with
high specificity (0.9574). For class 1, it achieved a precision of
0.9772, recall of 0.8547, and Fl-score of 0.9118, reflecting
high reliability in positive predictions. Additionally, the model
recorded a Cohen’s Kappa score of 0.7584 and a Matthews
Correlation Coefficient (MCC) of 0.7714, confirming
substantial agreement beyond chance and strong predictive
stability despite class imbalance. Overall, the results indicate a
robust and well-generalized classification performance.
Combined Mods! Peromance Metis
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Figure 2: Bar chart of Performance Metrics
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Figure 2 illustrates the overall performance of the proposed
classification model. The model achieves an accuracy of
88.75% across 175,341 samples, with a high ROC-AUC of
0.98, indicating excellent class separability. Class 1 shows very
high precision (0.9772) and strong recall (0.8547), resulting in
an Fl-score of 0.9118, reflecting minimal false positives and
effective positive detection. Class 0 demonstrates very high
recall (0.9574) with moderate precision (0.7556), yielding an
Fl-score of 0.8446 and strong true negative detection. The
weighted (0.8904) and macro (0.8782) Fl-scores confirm
balanced performance despite class imbalance. Furthermore,
Cohen’s Kappa (0.7584) and MCC (0.7714) indicate
substantial agreement and strong classification reliability,
supported by high specificity (0.9574). Overall, the model
demonstrates robust and well-balanced predictive performance.

Receiver Operating Characteristic (ROC) Curve
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Figure 3: Receiver Operating Characteristic (ROC) Curve
of the Model

Figure 3 illustrates the Receiver Operating Characteristic
(ROC) curve of the proposed classification model, showing the
trade-off between the True Positive Rate (TPR) and False
Positive Rate (FPR) across varying thresholds. The curve rises
sharply toward the top-left corner, indicating high sensitivity
even at low false positive rates and demonstrating strong
discriminative ability between classes. Compared to the
diagonal baseline representing random classification (AUC =
0.50), the model performs significantly better. With an Area
Under the Curve (AUC) of 0.98, the results confirm excellent
classification performance and near-perfect class separation
capability.
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Figure 4 Confusion Matrix of the model

Figure 4 presents the Confusion Matrix of the proposed
classification model, illustrating the distribution of correct and
incorrect predictions across both classes. The model correctly
classified 53,679 instances of Class 0 and 100,216 instances of
Class 1, indicating strong predictive capability. However,
2,321 instances of Class 0 were misclassified as Class 1 (false
positives), while 19,125 instances of Class 1 were misclassified
as Class 0 (false negatives). The high number of true positives
and true negatives compared to misclassifications demonstrates
robust overall performance, although the relatively larger
number of false negatives suggests that some positive instances
remain undetected. Overall, the confusion matrix confirms the
model’s high accuracy and effective class discrimination.

Precision-Recall Curve
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Figure 5 Illustrates the Precision—Recall (PR) curve
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Figure 5 illustrates the Precision—Recall (PR) curve of the
proposed classification model, highlighting the trade-off
between precision and recall across different threshold values.
The curve remains close to the top-right region for most recall
levels, indicating that the model maintains very high precision
even as recall increases. Precision stays near 1.0 for a
substantial portion of the curve and only declines slightly as
recall approaches its maximum value. The reported Area Under
the Curve (AUC) of 0.99 demonstrates excellent performance,
particularly in handling class imbalance and accurately
identifying positive instances. Overall, the PR curve confirms
the model’s strong reliability, high detection capability, and
minimal false positive rate across varying decision thresholds.

4. RESULTS

The CNN-BiLSTM model was evaluated on the UNSW-NB15
dataset under a binary classification setup, with normal traffic
labeled as Class 0 and attack traffic as Class 1. Table 1
summarizes the detailed classification performance. The model
achieved an overall accuracy of 0.88, correctly classifying 88%
of the test samples. For attack traffic (Class 1), the model
achieved a precision of 0.98, indicating a very low rate of false
positives in detecting malicious activity. The recall for attack
instances was 0.84, suggesting that a substantial proportion of
attacks were correctly identified. The F1-score of 0.90 reflects
a balanced trade-off between precision and recall,
demonstrating strong reliability in attack detection. For normal
traffic (Class 0), precision was 0.74 and recall was 0.96,
highlighting that while the model effectively -captures
legitimate traffic, a moderate number of false positives remain,
likely due to overlapping feature distributions.

The macro-averaged precision, recall, and F1-score across both
classes were 0.86, 0.90, and 0.87, respectively, while the
weighted averages, accounting for the imbalance between
normal and attack samples, were 0.90, 0.88, and 0.88. These
metrics confirm that the model maintains high overall
performance while handling class imbalance effectively. The
Receiver Operating Characteristic (ROC) curve analysis
produced an Area Under the Curve (AUC) of 0.98, indicating
excellent discrimination capability between normal and attack
traffic. The Precision—Recall (PR) curve achieved an AUC of
0.99, reflecting robust performance under class imbalance and
demonstrating the model’s ability to prioritize true positives
effectively across different threshold settings.

Confusion matrix analysis provided a detailed view of the
model’s classification behavior. The model correctly identified
53,679 normal instances (true negatives) and 100,216 attack
instances (true positives). It misclassified 2,321 normal
instances as attacks (false positives) and 19,125 attack
instances as normal (false negatives). These results
quantitatively illustrate the strengths and limitations of the
model: while the model is highly effective in detecting attacks,
a non-negligible proportion of attack instances remain
undetected. Additionally, performance trends across classes
suggest that the CNN component successfully extracts
discriminative spatial patterns, while the BiLSTM layers
effectively capture temporal dependencies. The high ROC-
AUC and PR-AUC values indicate that the model maintains
stable predictive performance even when varying classification
thresholds, which is critical for practical deployment in
dynamic network environments. The results objectively
demonstrate that the CNN-BiLSTM architecture provides
robust intrusion detection performance, balancing high
precision and recall for attack detection while maintaining
strong overall accuracy.
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To further evaluate the robustness of the proposed CNN-—
BiLSTM architecture, the obtained performance metrics were
compared against commonly reported intrusion detection
benchmarks in existing deep learning literature. Traditional
machine learning approaches such as Support Vector Machines
(SVM), Random Forests (RF), and standalone CNN or LSTM
models generally report reduced capability in simultaneously
balancing precision, recall, and temporal dependency learning
within heterogeneous IoT traffic environments. In contrast, the
proposed hybrid CNN-BiLSTM model demonstrates superior
discriminative performance through the integration of spatial
feature extraction and bidirectional temporal modeling.

The high ROC-AUC value of 0.98 confirms the model’s strong
ability to separate malicious and legitimate traffic across
varying classification thresholds, while the PR-AUC value of
0.99 demonstrates robustness under moderate class imbalance
conditions. These findings suggest that the hybrid architecture
is particularly effective for dynamic intrusion detection
environments where attack distributions may vary significantly
over time.

Furthermore, the strong Matthews Correlation Coefficient
(0.7714) and Cohen’s Kappa score (0.7584) indicate
substantial predictive stability beyond random agreement. This
is particularly important in cybersecurity applications where
imbalanced datasets may artificially inflate classification
accuracy. The additional evaluation metrics therefore confirm
that the proposed model maintains reliable performance across
multiple statistical perspectives.

The confusion matrix and curve analyses provide insight into
the model’s sensitivity to false positives and false negatives,
setting the stage for a more detailed interpretation in the
discussion section.

5. DISCUSSION

The experimental results demonstrate that the hybrid CNN—
BiLSTM model exhibits strong performance in detecting
network intrusions within the UNSW-NB15 dataset. The
model’s high accuracy (0.88) and Fl-score for attack traffic
(0.90) indicate its effectiveness in capturing both spatial and
temporal dependencies in network traffic patterns. The CNN
layers successfully extracted local correlations among network
features, while the bidirectional LSTM layers modeled
sequential dependencies, allowing the network to detect
evolving attack behaviors that may span multiple packets or
sessions. This highlights the advantage of combining
convolutional feature extraction with temporal modeling in a
unified framework, particularly for complex cyber-physical
and IoT environments where attacks may not manifest in single
feature snapshots.

The model’s performance on the normal traffic class, with a
recall of 0.96, suggests strong generalization to legitimate
traffic [34]. However, the precision of 0.74 indicates a
moderate false-positive rate, which may result from
overlapping feature distributions or subtle anomalies in
legitimate traffic that resemble attack patterns. While false
positives may lead to operational overhead, the relatively high
recall ensures that legitimate operations are largely unaffected,
balancing the trade-off between security sensitivity and
usability [35]. The presence of false negatives (19,125
instances) is an important consideration. These undetected
attack instances suggest that some malicious behaviors remain
difficult to capture, possibly due to sparse representation in the
training data or inherent similarity to normal traffic [36]. This
limitation is consistent with observations in the literature,
where deep learning intrusion detection systems, even with
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temporal modeling, struggle to achieve perfect sensitivity in
heterogeneous and dynamic network environments. It
underscores the need for continued exploration of adaptive
learning strategies, attention mechanisms, or hybrid ensemble
methods to capture rare or subtle attack patterns [37], [38]. The
ROC-AUC of 0.98 and PR-AUC of 0.99 provide additional
insight into the model’s discriminative power.

Although the proposed CNN-BiLSTM architecture
demonstrates strong intrusion detection capability, practical
deployment within real-world [oT ecosystems introduces
additional operational considerations. Large-scale distributed
environments often generate high-velocity streaming traffic
that may impose computational and latency constraints on
bidirectional recurrent architectures. While the current model
achieves strong predictive performance, optimization strategies
such as lightweight attention mechanisms, model pruning,
quantization, and edge-assisted inference may further improve
deployment efficiency in resource-constrained environments.

In addition, real-world cyberattacks continuously evolve over
time, creating concept drift that may gradually reduce model
effectiveness. Continuous learning mechanisms, adaptive
retraining strategies, and federated learning frameworks may
therefore enhance long-term robustness and adaptability. These
considerations highlight the importance of extending Al-driven
cybersecurity research beyond static benchmark evaluation
toward operationally adaptive intrusion detection systems
capable of functioning effectively in dynamic distributed
ecosystems.

The ROC curve indicates that the model maintains high
sensitivity across a wide range of thresholds, while the PR
curve demonstrates robustness under class imbalance a critical
factor for intrusion detection systems deployed in real-world
networks where attack instances are often much less frequent
than normal traffic [39]. These results suggest that the model is
not only accurate but also reliable for operational deployment,
capable of prioritizing high-risk traffic without excessive false
alarms.

From a broader perspective, the CNN-BiLSTM architecture
exemplifies the integration of spatial-temporal feature
learning, which is increasingly necessary for next-generation
cybersecurity in [oT and distributed systems. Unlike traditional
detection-centric models, this hybrid approach can capture
sequential dependencies, spatial feature correlations, and
contextual patterns simultaneously, enabling more nuanced
detection of advanced persistent threats, multi-stage attacks,
and subtle behavioral anomalies [40]. Moreover, by learning
directly from raw traffic features, the model reduces the
reliance on handcrafted feature engineering, increasing
adaptability to evolving attack patterns [20], [41]. Critically,
while the current implementation demonstrates strong
performance, several limitations warrant consideration. First,
the study was restricted to binary classification, distinguishing
only between normal and attack traffic. Real-world networks
contain multiple attack types with varying signatures, which
may require multi-class architectures or hierarchical
classification schemes. Second, the model’s sensitivity to false
negatives indicates that additional mechanisms [42], such as
adaptive thresholding, anomaly scoring, or ensemble
integration, could further improve detection robustness.
Finally, computational efficiency and real-time deployment
were not evaluated; bidirectional LSTMs introduce latency,
which may be significant in high-throughput IoT or edge
environments. The CNN-BiLSTM model achieves a robust
balance between accuracy, precision, and recall, providing
strong evidence that hybrid spatial-temporal architectures are
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effective for intrusion detection in complex networked systems.
The results emphasize the importance of capturing both
structural and sequential dependencies, highlight the trade-offs
between false positives and false negatives, and point to future
research directions for multi-class detection, real-time
optimization, and adaptive learning. This discussion situates
the model within current cybersecurity research, demonstrating
both its strengths and areas for enhancement in operational
deployment scenarios.

6. CONCLUSION

This study developed and empirically evaluated a hybrid CNN—
BILSTM architecture for intrusion detection in IoT and
distributed digital ecosystems. By integrating convolutional
layers for spatial feature extraction with bidirectional LSTM
layers for temporal dependency modeling, the proposed
framework effectively captures both structural correlations and
sequential attack patterns in network traffic data. Experimental
evaluation on the UNSW-NBI5 benchmark dataset
demonstrated strong and balanced classification performance.
The model achieved an overall accuracy of 88.75%, with
weighted and macro Fl-scores of 0.8904 and 0.8782,
respectively. High precision in detecting attack traffic (0.9772)
confirms minimal false positives, while strong recall for normal
traffic (0.9574) indicates reliable identification of legitimate
network behavior. The ROC-AUC (0.98) and PR-AUC (0.99)
values further validate the model’s excellent discriminative
capability and robustness under class imbalance. Additional
reliability metrics, including Cohen’s Kappa (0.7584) and
Matthews Correlation Coefficient (0.7714), confirm substantial
agreement beyond chance and strong predictive stability.
Although the model demonstrates robust performance, the
presence of false negatives highlights the need for continued
improvement in detecting subtle or evolving attack patterns.
Future research may focus on extending the framework to
multi-class attack detection, integrating adaptive thresholding
or attention mechanisms to reduce missed attacks, and
optimizing computational efficiency for real-time deployment
in edge and resource-constrained IoT environments. Future
work will extend the evaluation of the proposed framework to
additional benchmark intrusion detection datasets such as NSL-
KDD, CICIDS2017, and Bot-IoT in order to assess cross-
dataset generalization and robustness under diverse attack
scenarios. Additional experiments involving multi-class attack
categorization, real-time streaming environments, and edge—
cloud deployment architectures will further strengthen the
operational applicability of the framework for next-generation
distributed cybersecurity systems. The findings confirm that
hybrid spatial-temporal deep learning architectures provide a
scalable and effective foundation for intelligent intrusion
detection. The proposed CNN-BiLSTM model contributes to
the advancement of Al-driven cybersecurity by demonstrating
how integrated feature learning can enhance detection
reliability in complex, distributed digital ecosystems.
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