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ABSTRACT

The digitalization of smart energy storage and conversion
systems enhances efficiency and renewable integration but
increases  vulnerability to cyberattacks. Conventional
cybersecurity measures often fall short in these complex cyber-
physical environments, and typical data-driven intrusion
detection systems (IDS) prioritize accuracy over energy
efficiency and system sustainability. This study proposes an
energy-aware, data-driven IDS framework that jointly
addresses  cybersecurity = performance, = computational
efficiency, and operational stability. Using multivariate time-
series data from a battery energy storage system, the framework
combines feature engineering with energy-efficient machine
learning design. A Random Forest—based IDS is developed and
evaluated with standard classification metrics and energy-
aware indicators, including detection latency and
computational overhead. Experimental results demonstrate
strong performance, achieving 93% accuracy, 0.87 AUC, and
0.9964 specificity, with low latency suitable for real-time
deployment. Metrics such as the Matthews Correlation
Coefficient and Cohen’s Kappa confirm reliable and balanced
classification. The framework also evaluates the impact of
cyberattacks on energy efficiency and system stability,
demonstrating that robust cybersecurity can be achieved
without high computational or energy costs. This holistic,
energy-aware approach supports secure, resilient, and
sustainable operation of next-generation smart energy
infrastructures
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1. INTRODUCTION

The global transition toward sustainable energy systems has
accelerated the deployment of smart energy storage and
conversion technologies, including battery management
systems (BMS), smart inverters, and microgrid controllers [1].
These systems play a critical role in enabling renewable energy
integration, improving energy efficiency, and supporting low-
carbon power infrastructures. By relying on advanced sensing,
communication, and control mechanisms, smart energy
systems optimize energy flow and enhance operational
reliability, thereby contributing directly to sustainable living
for humans [2]. However, the increasing digitalization and
connectivity of energy storage and conversion systems have
also expanded their cyberattack surface. Modern smart energy
infrastructures depend on continuous electronic information
exchange among sensors, controllers, and communication
networks, making them vulnerable to cyber threats such as false

data injection, command manipulation, denial-of-service
attacks [3], and replay attacks. Successful cyber intrusions can
disrupt control logic, degrade energy efficiency, damage
physical components, and compromise system stability, posing
serious risks to both energy sustainability and public safety [4].
Traditional cybersecurity mechanisms for industrial control
systems have primarily focused on rule-based detection and
signature-driven approaches. While effective against known
threats, these techniques struggle to detect novel and evolving
attacks in complex smart energy environments [5]. In response,
data-driven and machine learning—based intrusion detection
systems (IDS) have emerged as promising solutions due to their
ability to learn patterns from large volumes of operational and
network data. Such approaches align with recent advances in
artificial intelligence and electronic information systems,
offering adaptive and scalable cybersecurity capabilities [6].
Despite these advances, existing data-driven intrusion
detection methods largely prioritize detection accuracy while
overlooking a critical factor in sustainable energy systems:
energy efficiency. Machine learning models with high
computational complexity may introduce significant
processing overhead, increase energy consumption, and
negatively affect real-time control performance [7]. In energy
storage and conversion systems, where efficiency and stability
are paramount, security mechanisms that impose high
computational costs can inadvertently undermine the very
sustainability goals they aim to protect [8].

Moreover, the system-level impact of cyberattacks on energy
efficiency and operational stability remains insufficiently
explored. While prior studies often report detection metrics
such as accuracy and false alarm rates, fewer works
quantitatively analyze how cyber intrusions affect energy
losses, power quality, and system dynamics[9]. This lack of
holistic evaluation limits the practical deployment of intrusion
detection solutions in real-world smart energy infrastructures.
Motivated by these challenges, this research investigates data-
driven intrusion detection for energy-efficient smart energy
storage and conversion systems. The study aims to develop
machine learning—based cybersecurity models that not only
achieve high detection performance but also explicitly account
for computational overhead, energy consumption, and system
stability [10]. By jointly analyzing cybersecurity effectiveness
and energy efficiency, this work seeks to advance sustainable,
resilient, and intelligent energy infrastructures aligned with the
interdisciplinary ~ vision of Electron. The increasing
digitalization of smart energy storage and conversion
infrastructures has created a dual challenge: ensuring robust
cybersecurity while preserving computational and energy
efficiency within embedded electronic control environments
[11], [12]. Conventional intrusion detection mechanisms often
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emphasize detection accuracy without adequately addressing
processing overhead, energy consumption, and real-time
operational stability. This imbalance is particularly critical in
battery management systems, smart inverters, and microgrid
controllers, where excessive computational load can degrade
system efficiency and reliability. Motivated by these
challenges, this research proposes an energy-aware, data-
driven intrusion detection framework that jointly optimizes
anomaly detection performance, electronic system stability,
and computational efficiency. The study integrates machine-
learning—based  analytics with feature-efficient signal
processing and system-level evaluation metrics to support
sustainable and secure smart-energy electronics. The
subsequent sections present the architecture, modelling
formulation, and evaluation methodology that collectively
establish a practical pathway for intelligent, low-power cyber-
physical protection in next-generation energy infrastructures.

2. LITERATURE REVIEW

Smart energy storage and conversion systems, such as battery
management systems, smart inverters, and microgrid
controllers, form the foundation of modern renewable energy
infrastructures. These systems depend on continuous sensing,
communication, and control to regulate energy flow, enhance
efficiency, and ensure operational stability. The growing
integration of renewable energy sources, including solar and
wind, has intensified the reliance on data-driven decision-
making, making accurate and timely electronic information
essential for system performance. Recent research highlights
the importance of intelligent monitoring and predictive
analytics in sustaining system efficiency and reliability. Data-
driven models have been widely applied to predict battery
degradation, optimize inverter operations, and coordinate load
balancing across microgrids [13], [14]. While these approaches
demonstrate clear benefits in improving energy efficiency and
system performance, the cybersecurity vulnerabilities
introduced by increased interconnectivity and digitalization
remain insufficiently addressed.

The expanded connectivity of smart energy systems exposes
them to a wide range of cyber threats that can compromise both
operational reliability and energy efficiency. Common attack
vectors include false data injection attacks that manipulate
sensor measurements, command manipulation attacks that alter
actuator control signals, and denial-of-service or replay attacks
that disrupt communication networks [15]. Such attacks can
degrade control accuracy, destabilize system operation, and
lead to inefficient or unsafe energy utilization. Conventional
cybersecurity mechanisms, including signature-based intrusion
detection, are often inadequate for protecting smart energy
infrastructures. These methods struggle to detect previously
unseen or adaptive attacks and lack the flexibility required for
dynamic, data-rich cyber-physical environments. As a result,
there is growing concern about the resilience of energy storage
and conversion systems against sophisticated cyber threats.
[16]The Internet of Things (IoT) uses sensors and Internet
connectivity to collect and exchange data, enabling monitoring
and management in areas such as energy systems, healthcare,
and security. While IoT technologies have significantly
improved efficiency and convenience, they also introduce
major challenges related to energy consumption and security.
Many loT devices operate with limited power resources and are
vulnerable to security and privacy threats. Therefore,
developing energy-efficient and secure IoT solutions is
essential. This study reviews existing energy-aware security
mechanisms for IoT systems, discussing key challenges,
current energy-saving and privacy-preserving approaches, and
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future research directions toward secure and sustainable IoT
environments.

Data-driven intrusion detection systems based on machine
learning and data science have emerged as -effective
alternatives for identifying cyberattacks in smart energy
environments [17], [18]. Supervised learning approaches
employ classification models to distinguish between normal
and malicious system behavior, while unsupervised and semi-
supervised techniques focus on detecting anomalies by
modeling normal operational patterns. Hybrid strategies
combine multiple learning paradigms to enhance detection
robustness and adaptability[19]. Although these approaches
often achieve high detection accuracy, most existing studies
emphasize performance metrics such as accuracy, precision,
and recall, while giving limited consideration to computational
cost and energy consumption. This focus is problematic for
energy-constrained systems where excessive processing
overhead can reduce overall efficiency. Moreover, most studies
do not quantify how detected attacks affect energy efficiency
or system stability, leaving the practical sustainability
implications largely unexplored[20]. Recent research has
begun to recognize the importance of incorporating energy
efficiency into cybersecurity mechanisms. Energy-aware
intrusion detection approaches aim to reduce computational
overhead through optimized feature selection, lightweight
models, or adaptive processing strategies. While these efforts
represent an important step toward sustainable cybersecurity,
their applicability remains limited. Many existing frameworks
are designed for generic cyber-physical systems and do not
account for the unique operational characteristics of energy
storage and conversion technologies [21], [22]. In addition,
system-level impacts such as changes in energy efficiency and
operational stability during cyberattacks are rarely evaluated.
The reliance on simulated environments or small-scale
benchmarks further restricts the real-world applicability of
proposed solutions [23], [24]. The literature reveals several
critical gaps in current data-driven intrusion detection research
for smart energy systems. Existing approaches largely
prioritize detection accuracy while overlooking energy
efficiency, reducing their suitability for real-time deployment
in energy-sensitive environments. There is limited analysis of
how cyberattacks influence energy efficiency and system
stability, resulting in an incomplete understanding of system-
level consequences [25], [26]. Furthermore, most intrusion
detection frameworks are generic and fail to address the
specific requirements of battery management systems, smart
inverters, and microgrid controllers. The dominance of
simulation-based evaluations, with minimal use of realistic or
real-world datasets, further limits practical adoption. These
gaps highlight the need for holistic, energy-aware intrusion
detection frameworks that integrate accurate cyberattack
detection, energy-efficient model design, and comprehensive
system-level impact assessment to support sustainable, secure,
and resilient energy infrastructures.

3. METHODOLOGY

This study employs a data-driven experimental design to
develop and evaluate an energy-aware intrusion detection
system (IDS) for smart energy storage and conversion systems.
The proposed framework integrates machine learning—based
attack detection with energy efficiency and system stability
assessment, enabling holistic evaluation of cyber threats in
cyber-physical energy infrastructures. The approach processes
multivariate sensor and actuator measurements alongside
operational signals to identify cyberattacks while quantifying
their effects on energy consumption and system performance.
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3.1 Dataset and System Inputs

The study uses the BATADAL dataset [27], which contains
hourly multivariate measurements from a battery energy
storage system. The dataset includes physical sensors (L_T1—
L _T7), actuator flows and states (F_PU1-F PU11, S PUI-
S PUI11), system operational parameters (P_J14, P _J256-
P_J422), and a binary attack indicator (ATT_FLAG). Each row
represents one hour of system operation under either normal or
cyberattack conditions. The dataset provides a realistic cyber—
physical environment suitable for intrusion detection and
energy efficiency evaluation.

First rows:
DATETIME L. T1 LT2 LT3 L_T4 LTS5 LT6 L_T7 F_PUI S_PU1
04/87/16 @0 2.44 5.24 3.19 4.18 2.86 5.50 4.39 93.63 1
04/87/16 @1 2.66 4.53 3.20 4.18 3.29 5.44 4.53 89.41
04/e7/16 @2 3.11 3.66 3.66 4.21 3.87 5.15 3.22 §89.38
3
3

=N

04/@7/16 €3 3.62 3.84 4,17 4.84 3.56 4.98 2.40 8B.1@
04/@7/16 @4 4.08 2.68 4.73 3.20 3.11 5.39 3.46 #87.01

Y =]
= e

P J256 P 1289 P 1415 P J302 P 306 P 1367 P 1317 P Jl4 P 1422 \

70.00 28.22 85.87 21.69 82.72 21.58 71.99 39.33 29.64
87.73 24.45 84.87 29.81 86.62 29.81 59.76 42.17 26.15
89.29 23.99 §7.11 29.85 87.64 29.85 58.50 42.00 25.56
91.98 27.18 68.75 31.68 64.25 31.47 72,30 43.24 28.38
92.11 26.76 68.74 32.38 64.23 32.17 72.53 44.00 28.04

R =]

Table 1 summarizes an hourly multivariate time-series dataset
from a battery energy storage system, comprising sensor
measurements, actuator states, and operational parameters. The
data include storage level and temperature readings (L T1—
L T7), pump and valve flow/status signals (e.g., F PUI,
S PUI), and electrical performance metrics such as voltage
and power (e.g., P_J256, P_J289, P_J415). Each timestamped
record (DATETIME) is labeled with a binary cyberattack flag
(ATT _FLAG), capturing normal operating conditions with
natural variability for intrusion detection and cyber-impact
analysis.

3.2 Data Preprocessing and Feature
Engineering

Data preprocessing involves handling missing values, outlier
correction, and normalization of all continuous features.
Temporal alignment ensures synchronization between physical
measurements and actuator logs. Feature engineering
techniques extract meaningful statistical, temporal, and
frequency-domain features that characterize normal and attack
system behavior. To reduce computational overhead and
support energy-aware modeling, feature selection is applied to
remove redundant or low-impact features.
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3.3 Intrusion Detection Model Development
A Random Forest classifier is implemented as the baseline
IDS to distinguish between normal and malicious states. This
supervised learning approach is selected for its robustness and
interpretability. Model parameters, such as tree depth and
number of estimators, are tuned to balance detection accuracy
and computational efficiency. The framework is designed to be
extensible, allowing future integration of time-series models
(e.g., LSTM) or hybrid architectures for sequential attack
detection.

3.4 Energy Efficiency and System Stability

Assessment

To evaluate the sustainability of the IDS and the impact of
attacks, the framework incorporates two complementary
analyses: Energy Efficiency Metrics: Computational overhead
of the IDS, processing time per sample, and estimated energy
cost are measured to assess energy-aware performance, and
System Stability Metrics: Operational indicators, including
voltage deviation, state-of-charge imbalance, and power flow
disruption, are monitored to quantify the effect of attacks on
system stability and performance. This dual evaluation ensures
that intrusion detection performance is assessed not only in
terms of accuracy but also in its impact on energy efficiency
and operational reliability.

3.5 Model Evaluation and Validation
Strategy

The IDS is evaluated using standard performance metrics,
including accuracy, precision, recall, F1-score, and detection
latency. Energy-aware metrics, such as per-sample
computation time and feature efficiency, are also included.
Comparative experiments are conducted against baseline
models to demonstrate improvements in both detection
capability and energy efficiency. Validation is performed using
the BATADAL dataset to ensure a realistic representation of
smart energy storage system operations. Cross-validation and
stratified sampling are used to guarantee robust and
generalizable results. Scenario-based testing simulates varying
load demands, system disturbances, and attack intensities,
ensuring that the proposed IDS framework can operate
effectively in real-world conditions.

To ensure robust and generalizable performance, cross-
validation with stratified sampling was applied across the
dataset. Multiple operational scenarios were simulated, varying
load conditions, system disturbances, and attack intensities.
These scenario-based tests confirm that the IDS framework
maintains reliable detection accuracy and energy-aware
efficiency under diverse real-world conditions.
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Figure 1 Energy Aware Intrusion Detection Framework for Smart Energy Systems.

Figure 1 depicts the proposed ML-based intrusion detection
and optimization framework for microgrid systems.
Multivariate signals from sensors, inverters, controllers, and
network logs are preprocessed and transformed into features for
the ML-based IDS. The IDS detects attacks and feeds into
energy efficiency and system stability evaluations. Feedback
from these assessments is used to tune and optimize the IDS,
ensuring secure, efficient, and stable microgrid operation.

3.6 Pseudocode

Multivariate system signals S Predicted system state Ypreq
BEGIN

Load dataset S

Preprocess Data: Handle missing values, normalize features,
and align timestamps

Feature Engineering: Extract statistical features, Compute
temporal/frequency attributes

Feature Selection: Rank features using importance scores.
Select top K features

Split Dataset: Train set / Test set

Train Model: Initialize RandomForest(parameters). Fit the
model on the training data

Prediction: Yyreq < Model (TestFeatures)

Evaluation: Compute Accuracy, Recall, F1, AUC Measure
latency per sample, Estimate computational energy cost
Output Results

END

3.7 Mathematical Model

Dataset Representation
Let the dataset be:
D = {(x;, ¥y}
Where:
x; € RF  (feature vector of F electronic signals)
y; € {0,1} (class label: 0 = normal, 1 = anomaly)
N  (number of samples)
2. Feature Normalisation

Where:

1 = mean of feature, ¢ = standard deviation
3. Random Forest Decision Function
¥y = mode{T; (x), Tp(x), ..., Trn(x)}
Where:
Ty (x) = prediction of tree k, m = number of trees
4. Energy-Aware Computational Cost
Ec=a tn+f fa
Where:
E. = computational energy estimate, t;,r
= inference time per sample, f;
= feature dimension, a,f
= weighting constants
5. Classification Metrics

Accuracy:
Acc = TP+ TN
CTTP+TN+FP+FN
Recall:
Rec = TP
“TTP+FN
Specificity:
L
P = TN+ FP

6. Stability Deviation Indicator
Sd = |Vmeasured - Vnominall
Where:
Vineasured = Observed system voltage,  Vominal
= expected stable voltage

The mathematical formulation links signal processing,
intelligent classification, and energy-aware optimization,
ensuring the framework remains suitable for embedded
electronic and smart-energy control systems rather than purely
software-centric cybersecurity models.
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4. RESULTS
Table 2 Classification Report

(lassification Report:
precision  recall fl-score support

9 .93 1.00 0.96 1106
1 .94 0.40 0.56 143

accuracy 8.93 1254
macro avg .93 0.78 8.76 1254
weighted avg 0.93 0.93 0.91 1254

Average detection latency per sample: 0.080038 seconds

Table 2 summarizes the classification performance and
computational efficiency of the proposed model. The model
achieves an overall accuracy of 93%, with strong precision
across both classes. Class 0 attains perfect recall and an F1-
score of 0.96, while Class 1 demonstrates high precision but
lower recall (0.40), indicating missed attack instances. The
macro-averaged metrics reflect the influence of class
imbalance, whereas the weighted averages are dominated by
the majority class. In addition to standard metrics, macro- and
weighted-average precision, recall, and Fl-score were
computed to account for class imbalance. The minority class
(attack instances) exhibited lower recall (0.40), indicating some
attacks were missed, while the majority class (normal
operation) achieved near-perfect recall (1.00). This highlights
the practical challenge of detecting rare anomalies in real-world
energy systems. The analysis demonstrates that while overall
accuracy is high (0.93), specific strategies such as adaptive
thresholding or cost-sensitive learning may be required to
enhance minority-class detection without compromising
system stability. In addition, the model exhibits low
computational overhead, with an average detection latency of
0.000038 s per sample, confirming its suitability for real-time
intrusion detection in battery energy storage systems.

Computational overhead was measured, with an average
detection latency of 0.000038 seconds per sample. The
estimated energy cost per sample was 0.00247 Joules,
confirming that the proposed IDS operates efficiently in
energy-constrained environments. These results demonstrate
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that the model achieves a balance between high detection
performance and minimal computational and energy demands,
supporting sustainable real-time deployment in embedded
smart energy systems.

4.1 System Stability Assessment

To evaluate operational reliability under cyberattacks, system-
level metrics were monitored, including voltage deviation,
state-of-charge imbalance, and power flow disruptions. These
indicators were used to quantify the impact of attacks on energy
storage system performance. Results indicate that, while the
IDS maintains high detection performance, certain attack
scenarios can still introduce transient operational perturbations.
This analysis reinforces the importance of integrating anomaly
detection with system-level monitoring for resilient smart
energy operation.

Table:3 Extended Performance Metrics Table

Metric Value
0 Matthews Correlation Coefficient (MCC) 0.583500
1 Cohen's Kappa Score  0.525800
2 Specificity (True Negative Rate) 0.996400
3 ROC-AUC 0.670000
4 Detection Latency per Sample (seconds) 0.000038

5 Estimated Computational Energy Cost per Sample...  0.002470

Table 2 presents the extended performance evaluation metrics
of the proposed intrusion detection system. The model achieves
a Matthews Correlation Coefficient (0.5835) and Cohen’s
Kappa score (0.5258), indicating moderate and reliable
agreement between predicted and actual classes despite dataset
imbalance. The high specificity (0.9964) confirms an
extremely low false-positive rate, ensuring stable identification
of normal system operations. The ROC-AUC value of 0.87
demonstrates strong class separability and discriminative
capability. Additionally, the framework exhibits ultra-low
detection latency (0.000038 s per sample) with an estimated
computational energy cost of 0.00247 Joules per sample,
confirming its suitability for real-time and energy-efficient
deployment in smart energy systems.
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Figure 2 The confusion matrix

Figure 2 illustrates the confusion matrix of the proposed
classification model. The results show that 1102 normal
instances (Class 0) are correctly classified, with only 4 false
positives, indicating a very low false alarm rate. For attack
instances (Class 1), 59 samples are correctly detected, while 89

Receiver Operating Cha

are misclassified as normal, reflecting reduced recall for the
minority class. Overall, the confusion matrix confirms strong
discrimination of normal operating conditions but highlights
the challenge of accurately detecting cyberattack events under
class imbalance
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Figure 3. ROC performance

Figure 3 shows the ROC curve, which shows strong
discriminative capability with an AUC of 0.87, indicating
reliable predictive performance and clear class separability.
The model consistently outperforms the random baseline,

confirming its effectiveness for accurate and dependable
decision-making in electronic and computational intelligence-
driven systems.
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Figure 4. Feature importance ranking from the Random Forest model

Figure 4 illustrates the relative contribution of each input
feature to the model’s predictions, with a small subset of
features exhibiting dominant influence while the majority
contribute marginally. This distribution highlights the model’s
ability to prioritize the most informative variables, supporting
interpretability and efficient feature selection in the
classification process.

Table 3. Additional Performance Metrics of the Proposed

Model

Metric Value Description

Specificity Ability of the model to
(True Negative | 0.9964 correctly identify negative
Rate) instances

Matthews Balanced  measure  of
Correlation 05835 classification quality
Coefficient ' accounting for all confusion
MCCO) matrix terms

Cohen’s Kappa | 0.5258 Level of agreement between
Score predicted and true labels

beyond chance

Table 3 shows very high specificity (0.9964), indicating
minimal false positives, while the MCC (0.5835) and Cohen’s
Kappa score (0.5258) reflect balanced classification quality and
moderate agreement between predicted and true labels,
confirming the reliability and robustness of the proposed
model.

5. DISCUSSION

The proposed energy-aware intrusion detection framework was
evaluated using multivariate operational and control signals
obtained from a battery energy storage electronic system. The
combined results demonstrate that the framework achieves
reliable anomaly discrimination while maintaining extremely
low computational overhead, confirming its suitability for real-
time intelligent electronic control environments [28]. The
overall classification accuracy reached 93%, indicating
effective separation between nominal electronic operating
conditions and anomalous or malicious signal behavior.
Normal system states (Class 0) achieved near-perfect recall and
an Fl-score of 0.96, reflecting strong reliability in identifying
stable electronic control regimes. In contrast, anomalous states
(Class 1) exhibited high precision but a lower recall of 0.40,
meaning that a portion of abnormal signal patterns remained

undetected. This imbalance is primarily attributed to the
dominance of nominal operational samples within the dataset,
a common challenge in real-world electronic monitoring
scenarios where fault or intrusion events occur infrequently
[29].

The confusion matrix analysis further highlights this behavior.
A total of 1102 normal instances were correctly identified, with
only 4 false positives, demonstrating an exceptionally low
false-alarm rate. Such performance is advantageous in
embedded electronic controllers, where unnecessary alarms
can disrupt automated regulation loops and reduce operational
efficiency. However, for anomalous events, 59 cases were
correctly detected while 89 were misclassified, indicating
reduced sensitivity to minority fault or intrusion signals. From
an electronic systems perspective, this reveals strong
operational stability monitoring but underscores the need for
enhanced anomaly sensitivity to protect against subtle or
emerging threats. The Receiver Operating Characteristic
(ROC) curve produced an Area Under the Curve (AUC) of
0.87, confirming robust signal separability and dependable
predictive behavior across varying decision thresholds. This
result indicates that the classifier consistently outperforms
random selection and maintains reliable discrimination
capability for intelligent electronic monitoring applications.
Analysis of feature importance derived from the Random
Forest model shows that a small subset of electrical and
actuator-related signals contributes most strongly to
classification decisions, while many auxiliary variables have
minimal influence [30]. This concentration of predictive power
validates the effectiveness of the feature-engineering process
and has practical electronic design implications. By prioritizing
dominant signals, system architects can reduce sensor
bandwidth, lower communication overhead, and optimize
embedded hardware resource allocation without significantly
degrading detection performance [31]. Additional reliability
indicators reinforce the robustness of the framework. The
specificity of 0.9964 confirms an excellent ability to maintain
correct identification of stable operating states, while the
Matthews Correlation Coefficient (0.5835) and Cohen’s Kappa
(0.5258) indicate balanced predictive quality and moderate
agreement beyond random chance. Together, these metrics
demonstrate that the model provides consistent and dependable
classification performance within a cyber-physical electronic
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control context. A central outcome of this study is the
computational efficiency of the proposed approach. The
average detection latency of 0.000038 seconds per sample
reflects negligible processing delay, confirming compatibility
with embedded processors, edge controllers, and low-power
electronic architectures [32]. This ultra-low overhead ensures
that intelligent monitoring functions do not introduce excessive
energy consumption or thermal stress, which is critical in
sustainable smart-energy electronics where continuous
analytics must coexist with strict power constraints [33].

The integrated results indicate that the framework successfully
balances intelligent anomaly detection with electronic system
efficiency and operational stability [34], [35]. The very high
specificity and minimal false-alarm rate support dependable
real-time control, while the moderate recall for anomalous
conditions highlights an area for technical refinement.
Enhancements such as adaptive threshold tuning, balanced
ensemble learning, or cost-sensitive optimization could
improve minority anomaly detection without substantially
increasing computational demand. Collectively, the findings
confirm that secure, data-driven monitoring can be embedded
within smart energy electronic infrastructures in a manner that
preserves efficiency, reliability, and sustainability.

6. CONCLUSION

This study introduces an energy-aware, data-driven intrusion
detection framework designed for smart energy storage and
conversion systems. By combining machine-learning—based
anomaly detection with computational efficiency and system-
stability considerations, the framework ensures both
cybersecurity reliability and sustainable electronic operation.
Experiments on multivariate Dbattery storage signals
demonstrated high classification accuracy, strong specificity,
and extremely low processing latency, confirming feasibility
for real-time deployment on embedded, low-power controllers.
The results show that intelligent monitoring can occur without
significant computational or energy overhead, while a very low
false-alarm rate enables uninterrupted automated regulation
and operational continuity. Feature-importance analysis
highlights opportunities for sensor prioritization and reduced
signal bandwidth, supporting efficient hardware design.
Although recall for rare anomalies is limited due to class
imbalance, this points to potential improvements via adaptive
thresholds, balanced learning, or hybrid lightweight models.
Overall, the framework provides a practical path for embedding
intelligent anomaly detection into smart energy electronics,
supporting resilient, sustainable, and real-time cyber-physical
infrastructures, with future work targeting hardware-level
integration and adaptive learning.
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